CA.L2-3.12.4

System Security Plan

"Develop, document, and periodically update system
security plans that describe system boundaries, system
environments of operation, how security requirements are
implemented, and the relationships with or connections to
other systems.”

ey Discussion Points
8 Required Elements:

Boundary, environment of
operation, non-applicable
requirements, implementation
methods, system connections,
update frequency — all 8 must
be present.

No SSP = No Assessment:

The guide states explicitly:
absence of an up-to-date SSP
results in a finding that an
assessment cannot be completed
— violating DFARS 252.204-7012.

Boundary First:

Without a defined system
boundary, an assessor cannot
determine what is in scope —
the boundary makes every other
assessment activity possible.

Annual Update Minimum:

At least annually — that is the
floor. Major changes to the
environment should trigger an
interim SSP update before the
next scheduled review.
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SECURITY ASSESSMENT — System Security Plan

Real World Example

The Scenario

Acme Defense submitted an SSP with their CMMC Level 2
assessment request. The assessor opens the document. It is a
four-page table listing all 110 controls as 'Tmplemented’ with
no descriptions, no system boundary, and no environment of
operation.

What the assessor finds

The assessor cannot determine the system boundary, understand
how any control is actually implemented, or verify any claim in the
document. The assessment is halted pending a complete, compliant
SSP. DFARS 252.204-7012 compliance cannot be confirmed.

SPRS Score Impact What Good Looks Like

3.12.4 carries a point value of 3. SSP developed covering all 8
The SSP is the foundational required elements, system
artifact of any CMMC boundary documented,
assessment — its absence or environment of operation
inadequacy stops the described, each control's
assessment and constitutes a implementation described,
material violation of DFARS system interconnections listed,
252.204-7012. annual update frequency
defined and met, SSP reviewed
and approved by senior
leadership.
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