CA.L2-3.12.3

Security Control Monitoring

"Monitor security controls on an ongoing basis to ensure
the continued effectiveness of the controls.”

(pr Discussion Points
ot Periodic:

Monitoring must be more
frequent than the periodic
assessments of 3.12.1 —
'ongoing' implies a cadence
driven by risk, not just annual
review.

Automation:

SIEM tools, log monitors, and
automated scanners provide
continuous visibility that
manual processes cannot —
they are the practical path to
ongoing monitoring.

Risk-Based:

High-risk controls warrant more
frequent monitoring than low-
risk ones — the monitoring plan
should reflect the relative
criticality of each control.

Informs Management:
Monitoring outputs — reports
and dashboards — give
management what they need to
make timely, risk-based
decisions about the security
posture.
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CA.L2-3.12.3

SECURITY ASSESSMENT — Security Control Monitoring

Real World Example

The Scenario

Acme Defense conducts an annual security control
assessment. Between assessments, no monitoring activities
occur. The IT admin addresses issues reactively as they come
to his attention but has no systematic process for ongoing
control monitoring.

What the assessor finds

A configuration change made four months ago inadvertently
disabled audit logging on the CUI file server. No monitoring detected
the failure. The assessor discovers it during log review — four
months of audit data are missing with no way to recover the gap.

SPRS Score Impact What Good Looks Like

3.12.3 carries a point value of 3. Continuous monitoring plan
Organizations that rely solely documented in SSP, monitoring
on periodic assessments have frequency proportionate to
significant blind spots — control risk, automated tools
ongoing monitoring is the supplement manual monitoring,
mechanism that maintains results compiled in reports,
security posture between those management receives ongoing
assessments. security posture updates,
monitoring outputs feed POAM
and risk decisions.
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